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must be carefully analyzed on a message leveldease
Abstract — We present a method for creating security protocol performance.
protocols, based on message composition. The novettyour In this paper, we address the composability probdém
approach is that it uses existent protocols to budl new ones. the message level. We introduce the concepirafing to

Another benefit of the approach is that it maintairs at the t the link bet t B d th
same time the security properties of all the involed protocols. capture the link between message (erms. basedease,

The approach is based on an extension of the strargbace W€ Propose a formal specification of security pcote.
model, which allows an atomic treatment applied onall The composition process is reduced to analyzinglasim
messages. Using the proposed strand-based model andbindings, inserting new ones or simply extendingtext
composition algorithms we illustrate the approach p creating  pindings.

a new protocol from two existing security protocols However, changing the position of bindings in ausitg
protocol can be rather problematic if we considet ta
protocol may also consist of messages that caneot b
decrypted by the receiving party, because the &et in

his possession. Also, there are cases when thetiseuof

I. INTRODUCTION a term must not be changed because, for exampde, th

Security protocols are communication protocols if_ceving party does a byte-to-byte verification i

which participants use encryption to send each rothreece'ved term, without actually decrypting it

encoded information. With the rapid growth of tiheernet o _solve these problems, the proposed specm_catlon
L . contains not only the messages exchanged by pabties
and a desperate need to secure communicatione ilash

few decades the attention of many researchers ées balso a set of knowledge attached to each speafitedso

. . that in the composition process we can check which
focused towards analyzing security protocols [1}R-
[4]-[5]-[6] messages can be constructed and sent.
Recent'ly there have been several proposals delop The rest of the paper is strgctured as followstiSed!
to help the process of security protocol designgifbrmal m:(;g%zcej ;Sfmz?nsceepéifi(f:ﬂ;[ic:)qug;Bsa:(;eu(jriton t:(‘)?;i’jhwe
methods and tools [7]-{8]-[S]-{10}-[11]-{12]-[{13Most of pection . In secrt)ion IV, we resentyap simplified
the proposed techniques use a modular approachein P o ; ' P P
desian process. where the user is given a set afl Smcomposmon algorithm based on the proposed formal
gn p T g specification. In section V we provide an example
protocols from which more complex protocols can bé " . .
o composition of two protocols. We end with a conidas
constructed, process also knowncasnposition[9]-[10]- . :
[11] and future work in section VI.
In the existing composition techniques, authorsnigai
deal with the sequential and parallel composabitify
security properties viewed as a set of information o Existent bindings

transmitted over messages. However, the compositfon

Keywords — Composition, Security Protocols, Strand
Spaces.

Il. FORMALIZING BINDINGS

A closer examination regarding the structure olisec
%Potocol messages reveals a tight connection betwee
components. For example, let us consider the fatigw
message extracted from Lowe’s modified “BAN coneret

manner, meaning that users have to solve the probfe
resulting message term duplicates on their own.

Solving this problem, a_pparently |nS|gn|f|cant, der_aq IAndrew Secure RPC” [14] protocol:
to protocols executed in half the time the origina ,

. . A - B:{NaK'ab,B Kakt
composed protocols are executed in. In additiom th _ _ _ _
composition process can lead to multiple resultsicy ~ Here, role A 'is sending to role B a session keyisB
ensured that the message is for him by includirgyrizime

This work is part of research grant nr. 2445/1®2007 entiled 1N the message. Role B is also ensured about tteHat

“Contributions to security protocol composition ngi performance the message is fresh, because it contains the newly

criteria” with the “Petru Maior” University of TatgMures. ; “ "
enerated nonce (i.e. “number used once”) Na. Hwd
! Genge Bela is with the Faculty of Electrical Eregiring, “Petru 9 ( ) m

Maior” University of Targu Mures, Romania (e-mdigenge@upm.ro). ger_‘eratEd key is encoded with _the long-term _kenyab
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We can see that this message is atomic; neithéts of

To denote the set of all sub-sets of terms we hisgt’

components can be separated and sent alone emtrypigmpol.

with the long-term key without losing the propestie
intended in the design process. For example, tresage
loses its security property (i.e. freshness ofseision key)
if the components are separated, because the éntrerden
if Kab is not in his possession, can still separatel
concatenate encrypted messages:

A - B:{NaK'a} Kab{ B Kat

On the contrary to the removal or separation ahger

by adding terms to an encrypted message, the securi Typed termsienote the type of each message component

properties are maintained and the message gairttoadt
new properties. For example, by adding A's namé¢heo
encrypted message:

A - B:{ANaK'ab,§ Kak.

the new message is linked to role A not only thiotige
key Kab, but also through the newly included term A

B. Formalizing terms and bindings

In this section we formalize the concept lmhdings
Before getting into the formal specification, weedeto
define several basic sets and components usedhdin
construction obindings.

By analyzing security protocol messages, we redliae

messages are mostly constructed from role names (i.
participant names), nonces (i.e. humbers used ooce
ensure message freshness, including timestampgy k

(both session and long term keys, including pupfieate

By simply creating bindings from terms we lose the
position of each component. However, the positiannot
be neglected because a simple modification may tead
serious attack (e.g. type flaw attacks [4]-[5]-[6]his is
why a binding also has to contain the structurehefterm.
For this purpose we use a canonical representatised
on typed termsas already introduced by the authors in
[17].

and they are defined as follows:

7,::=r1 (ole type)
| N Qonce type)
|k key type)
| b Kinding type’

To denote the set of all subsets of typed termsdha
be constructed, we use tIf]@D notation. In this case also,

\t/ve use the “." symbol to denote an empty set.
Now, having defined all the components needed, are ¢
provide the definition obindings

Definition 1. A binding is a tuple written as

{ov.k.B.1 k.6), wherepOR”, vON', xOK", BOB”,

f OFuncName kOK and g07”. We use th& symbol

key pairs) and encryption functions (e.g. symmetriqo denote the set of all bindings and the symBblto

asymmetric, hash).

denote the set of all subsets of bindings. Theymbol is

Thus, we define the following basic sets, from vahic ysed to denote an empty binding set.

messages and our bindings are later construcied:
denoting the set of role names (i.e. protocol pgrdint
names);N, denoting the set of nonces adddenoting the
set of cryptographic keys. The set of all subsetieinoted
by: R* for role names;N* for nonces andK* for
cryptographic keys. To represent an empty subvsetise
the *.” symbol.

Every binding also contains a function and a keydu®
create the original encrypted message. When deulitig
plain (i.e. unencrypted) messages we use therhbsy for
both the function name and key.

The encryption functions used to create cryptog@aph

terms are formally defined as:

FuncName:= sk (secret key

| pk (ublic key
| pvk fdrivate key
|h (hash

|. ifo function

Using the mentioned sets, terms are defined asvsl|

T:=.IRNK [T 7)
|{ {T} FuncNaméT')

65

1. To obtain the components of a binding b, we use
the following projection functions:

Roleq B = p, Nonces Jb=v, Kefs)b«k,
Bindingg B =B, Fun¢ b= f BindingKdy )&= ,

TypeSef b=6

2. The binding composition operator
_+_:BxB B composes all subsequent
components using set operators;

3. The sub-binding operatar is defined inductively
as follows:
bCb
b, C byif Roled b)O Roleg HO

Nonceg b O Noncds, b0
Keys(b) O Keyg HO
Bindingq b) O Bindingé § O

Func(h) = Fund b)O
BindingKey( b) = BindingKef

An example specification of a binding is the foliag
specification of a message from Lowe’s modified TBA
concrete Andrew Secure RPC” [14] protocol:

{Na,K'ab,B Kat
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I integer satisfying the conditioh<i <length(s),

(B,Na, Kah., sk Kat{ n k}n where length(9 is a function returning the
number of nodes from a b-strand. The set of all
[ll. FORMALIZING THE PROTOCOLSPECIFICATION nodes is denoted by.
In this section we provide a formal specificatioh o 2. Let n=(si) and n,=(si+1) be two
security protocols combining the mentioned bindingth consecutive nodes fromon the same b-strand s.

the strand space model proposed by Guttman et Hibi. Then, there exists an edge = n, in the same

A. B-Strand spaces and B-Protocols b-strand s.

A strandis a sequence of send and receive events. A 3. Let n,n,0n . If n is positive and 5 is
strand spaceis a collection of strands. Thus, protocol
participants are modeled as strands and a protcol
represented as a strand space.

In the remaining of this section we provide a dligh 4. Let nOa . Thensign(nis a function returning
modified (i.e. adapted) definition of the strandasp the sign andbinding( 1) is a function returning
model, that we calb-strand spaceln the proposed model,
the roles exchange bindings constructed from tiginad

negative, andostrand( ) # bstrand j), then
there exists an edgg - n,.

the binding corresponding to a given node.
5. Let sUX with s=(p;,c). Then we define the

terms.
Strands are usually used to represent roles. Haweve following projection functions:
they can also be used to represent internal opesati (3)1: Bs (3)2 =c

specific to roles, such as encryption, decryptiomemory

storage. Unlike in the original model, we need to
determine the type of every b-strand included ie th
specification. Because of this, before definingtrarsds, that r JR and £ 03". Let s be a role specification. Then

we need to define the set efassifiers consisting of Rolgrg) is a projection function returning the role name

Definition 3. A role specificationis a pair(r, &), such

predefined symbols that can later be extendedeified: and BStrand§s) is a projection function returning the set
of b-strands corresponding to a role specification.
ci= ¢, (Roleclassifie} A set of role specifications is denoted by Role$met
Ic, (Knowledge Classifi@r RoIeIS.pec. denotes the set of all subsets of role
: specifications.

Tp denote the sending gnd rece_iving of terms, the gimply specifying the sequence of messages for a
original strand space model introducggned termsThe  protocol is not enough. A specification must alsoltide
appearance of a positive term denotes transmissidrthe  jjtial role knowledge defined as follows.

appearance of a negative term denotes rece8ionilarly,
in the proposed model, a positive binding denoteslimg Definition 4. Role knowledgeis a pair (r,b). where
and a negative binding denotes reception. A sidpireding o

rOR and bOB, such that Fun®)=BindingKeyb)= . .

is also known as mode.
Next, we provide the definition faigned bindingsnd We use F*QoIeKnow to denote a set of role knowledde a
RoleKnow to denote the set of all subsets of role

then proceed with the definition of b-strands arstrind
spaces. knowledge.

Thus, a protocol based on bindings (also called a
binding protocol, or simply b-protocol) is defined a set
bOBand o one of the symbols +, -. A signed binding i%f role knowledge attached to a set of role speatibns:
written as —b or +b.(J_rB)* is the set of finite sequences ofProtSpec = RoleKnoWw RoleSp

To exemplify the specification of a protocol in the
strand space model, we use Lowe’'s modified “BAN
<ibl,i L > with b OB . Concrete Secure RPC” protocol [14]. The regulatquol

specification and the resulting b-strand model are

o 5 ) presented in Fig. 1.
Definition 2. A b-strand s:(iB) x(C is a sequence of | the given example, there are two b-strands (Fig)):
binding transmissions and receptions attached strand one corresponding to role A (i.es)) and one
classifier. A set of b-strands is called a b-strapedce and corresponding to role B (i.gg). For the given b-strands:
is represented ak. We use the” symbol to denote aset  (s,), =C,» (S),= A (s:),=Cr» (S:),= B
of b-strand space subsets.

1. A nodeis any transmission or reception of a

binding, written asn =(s i), with sO3 and i an

Definition 1. A signed bindingis a pair (o,b) with

signed bindings. A typical element (GﬁB)* is denoted by
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A- B: AN, algorithm is the following:

B~ A: {Na’ K, B}KAB Knowledge b-strand construction algorithm:

A B AN, LET P={RK, RS be a protocol specification
B A Nb LET R%onsybE @n empty set of role Specifications
(a) FOR EACHr, ORS
=(+ getlnitialB( r.,, RK
‘4 ({A}.{‘NQ }’ ......... 7‘n) B SCOF‘STT < g ( S )>

* Sxconsr = {~ getinitialB( 1, RK))
FOR EACHnD(getBStranc( & CR))1

IF sign(n)=+
[} N L ] SConstr = < SConsm - getKnOW$ §Const> 1 >
SKConstr = < SKConstr’ + getKnOW$ §Const>>

AN n
. (- ANs} ) . ELSE
(b) SConstr = < SConstﬁ n + blndlng( I)>
Figure 1. Lowe’s protocol o
(a) Regular specification (b) B-Strand space Skconstr = < Skconsww — PiNding( ’)>
specification ENDIF

B. Constructing knowledge b-strands ENDFOR

Although the specification model from the previous R%onsn=< R%onstn< onst §Const>>
section includes initial role knowledge, this knedgie can ENDFOR
change from one received binding to another. Bexadis
this we also need to model the knowledge availdbie In the construction process, a received bindingeosers
each node to construct the next binding. an additional node transmitting a binding to thewledge

Knowledge is modeled as a b-strand included inl@ rob-strand. A transmitted binding, however, generates
specification. Thus, a role specification considftgero or receiving node from the knowledge b-strand, dewpotire
more knowledge b-strands (i.e. b-strands having thmausality between role knowledge and binding
classifier equal tac, ) and one or more role b-strands (i.etransmission.

The getinitialB function returns the initial knowledge
binding for the given role specification. This leh used
in Fig. 1(b) the specification includes zero knatge b- {5 jnjtialize the role and knowledge b-strands, sthu
strands and one role b-strand for each role. modeling in a natural way initial role knowledge.

The purpose of knowledge b-strands is to explicitly The getknowB function is used to return the
represent the relationship between positive nod@s ( accumulated knowledge binding from the knowledge b-
sending nodes) and the knowledge extracted froeived sirand. Because knowledge is accumulative, for yever
terms. We create knowledge b-strands from an egidit binding received by knowledge b-strands, a new
protocol specification. knowledge binding is constructed and emitted. Afsm,

Knowledge is viewed as being private to each rolé a gyery received binding, the existing knowledgetisaked
inaccessible by other roles. To model the concept g knowledge that can be extracted from interriatiimgs
private knowledge, we consider that bindings exghedn (e.g. the case of bindings corresponding to tetras ¢an
between role b-strands and knowledge b-strandddnsi only be decrypted later, when the decryption key is
role specification have a unique binding functid@nc recejved).
and a unique key corresponding to every role-kndgde  \ve ysed theyetBStrandfunction to return a set of b-
b-strand pair. This key is included in the initimlowledge strands from a role specification, given a b-strand

b-strands having the classifier equabgg@. For example,

for each role. classifier.
The function name definition is thus extended with
“kend: IV. COMPOSITIONALGORITHM

In this section we provide a composition algoritfon
generating new security protocols.
The composition algorithm starts with the creatin

The construction algorithm receives as inout asting knowledge b-strands for each role specificatiomegithe
9 b 4  p-strand specification of the involved protocoldisT is

specification and generates the _Correspondllng lattyd done using the proposed algorithm from the previous
b-strands and role b-strands. Given an existingopob section

specification, the knowledge b-strand construction

FuncName:= FuncName
| kenc (knowledge encryptign
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Next, based on the created b-strands, a sequsetiedh ENDIF
is started to find an “appropriate” place for edghding ENDFOR
from one specification in the other protocol speation.

Here, “appropriate” means the satisfaction of saver By running the algorithm, there may result multiple
requirements, such as existent knowledge (retubyetthe possibilities for creating the new protocol. In tfaif we
accumKnow function) and the existence of the samevant to step through all possible forms of the tmused
sequence of predecessor nodes (returned by theotocol, the presented algorithm should be induttea
predNodeSéeq backtracking algorithm. However, the backtracking

However, not all nodes can be placed in the othalgorithm must have an evaluation function, whi@n c
protocol, because there may be cases when timelude a combination of several criterias, suclviasling
requirements are not satisfied. In this case,liid step of size, number of sent/received bindings or total Inemof
the algorithm simply concatenates the remainingesodbindings for WhichFunc( binding( r)) <>
unchanged to the end of the destination specifinati

A more detailed description of the algorithm is the

. V. EXAMPLE COMPOSITION
following:

In this section we provide an example compositibn o
Composition algorithm: two different security protocols. Because of space
LET r., r,, be two role specifications from different b_con3|derat|ons, we left out from the specificatiothe

representation of knowledge b-strands.
protocols such thaRole( ¢,) = Rold ) B 1
(AL ey

LET ProcNodes](+B)" be a set containing the

processed nodes, initially empty
1. Create knowledge b-strands

2. FOR EACHn, O( getBStrand 4,.¢, ))

)
n D(getBStran(( sﬁc&))

(s NByeyeyeye,n)

e<—e<—e

1 (. \Nbyoy 8k, Kas,mn)

e —e—e<—eoe<—e

S
v (A No,.,.,sk Koan) sk, Kys {rb})
sign(Q):+,sign(q):+ . B : ), sk, .
b, = binding( n) (A,Np 5k, Koy {r,n}) H
[ ]
b, = binding( Q) Figure 2. The “Woo and Lam Pi 3" authenticationtpom|
IF n, 0 ProcNodes AND representation in the b-strand space model
Func(ly) <>' ken¢ AND . B 5
Func( binding( p)) <> kent AND . {4:Nareyr{rnh)

destRol¢ n)= destRofe, y AND

accumKnov p) C accumKnovf n) AND

predNodeSefj ,j 0 predNodegeq) .
b=b+b “ (A K g5k K [ )

accumKnoy destNode, )) = -

{A{Na Ny }osk Kps, {ronn})

e—e

{B{Na Npt Kap sk Koo {r.knnt)

e ——eo<—ae

{A.B.5} Np,oosh Koy rorr, r.‘.]}“

accumKnoy destNode, )) + o — = ® _
Figure 3. Lowe’s modified version of the Yahalom
accumKnow ) protocol represented in the b-strand space model
ProcNodes= ProcNodes{ ,h
The first protocol is the “Woo and Lam Pi 3" setyri
ENDIF . . .
protocol [16] (Fig. 2). This protocol was designéal
ENDFOR . S
provide a one-way authentication. Namely, role Aves
3.FOR EACHNn[J ( getBStrand srzaCK))l his authenticity to role B through the trusted serS.
IF n0 ProcNode: AND The second protocol is Lowe’s modified version luod t

. . Yahalom protocol [18] (Fig. 3). This protocol, as
Func( bmqu r)) <>" kent AND mentioned by the designers, provides a mutual
sign(n) =+ authentication between roles A and B and a sedaiyn
getBStram{ 0.C ) _ distribution. The authentication of role B to radlds done
1R using the third message from the specification $emh
<getBStranc( & CR) |> the server S to role A. The authentication of Bl& role
A is intended with messages four and five. However,
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because message four is not linked to the curtentire. it
does not contain the nonce Nb), the authentication
sequence can be attacked, as proven by Paulsafl]in [

The scope of the composition is to provide a mutugl]
authentication and a key exchange protocol. By yéapgl
the composition algorithm from the previous sectioa

L [2
can generate a new strengthened protocol, whichiges
mutual authentication of the involved roles and key

exchange (also solving the problem reported by sea)l (3]
The resulting protocol can be seen in Fig. 4. 4]
‘ A Nayresns {rmn})
[ ] [ ]
u ﬂ (5]
o NB gy n
[ ] [ ]
u ﬂ [6]
( Np,yyy sk, Kaosm) .
L] [} S
ﬂ (AANL Ny} Ny, sk Kqam), [7]
[ ] [
H sk, Kye,{rm,nb})
{(BAN, Ny} Kop,sk, Koo {rknnl) ‘“/ [8]
L ] L ]
l} (AN, Kap,sk,Kps,{r.m,k}) l} [9]
\ ({A.B.S},Ny.....sk, Ko, l} [10]
{ryrm})
Figure 4. The composed protocol 1]

VI. CONCLUSIONS

We have presented a method for security protoc8i?]
message composition. The novelty of our methochés t
message-level approach, which allows the compasitio
existing security protocols without having to forate
additional security properties. The compositiorultssin a
strengthened protocol that embodies the sum of trﬂﬁ]
security properties contained in the separate poigo

We did not provide, however, a powerful composition
algorithm to evaluate and chose the most adequeﬂé]
resulting security protocol. However, the modelalieed
in this paper can be used in conjunction with gthewsre
complex algorithms, which the authors intend tdude in
their future research agenda.

In this paper we also proposed a performance etatua
criteria based on binding dimensions and enumeratio
This can be replaced, however, with a more powerfl[ﬁgl
practical model that also allows, for example, a
comparison between the complexity of the encryptioid®]
function and key.

Also, because the composition process can become
rather complex even when dealing with two protocals
intend to implement in the future an automated

[13]

[16]

[17]

69

composition tool.
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