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Summary

e Introduction to security protocols and composition
e Requirements for message composition

e EXxistent protocol specifications

e The strand space model

e Extending the strand space model with bindings
e Composition

e Creating a new protocol from two existing security
protocols

e Conclusion and future work
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Introduction

Security protocols?

Communication protocols + cryptography

Example message specification: {A,B,Na,K}Kab
Composition?

Combining two or more protocols

Useful in design process

Composition types: sequential and parallel
Sequential composition?

Protocols are run sequentially

Verifying the independence of the involved protocols
Parallel composition?

Unifying protocol roles

Message composition additional requirement: determining optimal
message structure
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Compositionality requirements
for parallel composition

e Protocol roles are merged together

e Goal:
Create homogenous protocols with multiple security properties
Homogenous: initial protocol messages can not be clearly
distinguished

e Requirements:

Security properties for each protocol must be maintained:
Maintain message pre-conditions: message sequence

Maintain cryptographic context for each component: context can
not be changed to be weaker, but only stronger

Verifying if the resulting messages respect the “strong
Independence” property

e Specification requirements:
Explicit message component-link specification
Explicit message sequence specification
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Existent specification models

Existing message specification models A, {Ta, B, Kab}Kas
are not satisfying because.: {'I:s, A: Kélb}Kbs

A- S
S - B:
o They are simplistic (@) B - A: {Nb}Kab
A - B:
A
®

—

—

—

o Message specification does not contain {Nb+1}Kab
sufficient information for formal reasoning B q

Informal specification (a):

—=

®
e Inexistent formal reasoning language J‘
{ A, ‘-‘\\_."e_’ E _”'\.-"a_‘ } Koo
Strand space model (b): (b) . e
e Provides a formal reasoning language o U
o ] W {B-f‘i AB.Ng, N, }J{ AS
e Informal message specification ® < °

Operational semantics (c):

e Message components are made explicit
e Message-term links are not made
explicit

ns(i) = ({ i,r,nt, sk(i), pk(i), pk(r)},

.‘«;t’f'ﬁ-dl (3 r, {3 ni }pk('f']] '

(c) reads(r, 1, {n, 1”'}@&;( i)
.‘*s'ff'”-d;}(’i-._ r, { I' }pﬁ:{"f'j} })
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Why extending the strand
space model?

e Strand:

A sequence of send and receive events

Model protocol participants

Model intruder capabilities: Concat, Split, Replay, Encrypt, Decrypt
e Strand spaces:

A collection of strands

Model security protocols
e Why extending the strand space model?

Highly general specification

Allows the modeling of internal mechanisms: encryption,
decryption, key generation

Flexibility

- RoEduNet 2007 -



Specializing basic sets

e EXxplicit modeling of function names:

FuncName ::= sk (secret key)
| pk (public key)
| pvk (private key)
| h (hash)

e EXxplicit term construction:
7= |R [N|K|(T T)

| {T}FuncName(Q)
e The resulting strand model: (£t #t,,....#t, ) O(+7)

\

n =(s,i)
n, =(si+1) e rh’”deW # strand } o
strand(nl):strand(nZL strand (n;) # strand (r )
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Adding binding terms

e Message types (i.e. patterns):

BasicTT ::=r (role type)
| n (nonce type)
| k (key type)
| b (binding type)

(user-defined message)

. |m
e Basic term:(p,v,x,p, f k,6)
oOR" vON" «OK" pOB” fOFuncName kOK @0BasicTT"

e Function mappings and classifiers:
Roles(b) = p, Nonces(b) =v, Keys(b) = «, Ci= G, (Roleclassifier)
Bindings(b) = B, Func(b) = f, BindingKey (b) =Kk,
TypeSet (b) = 6
e Introducing b-strands: s:(B) xc
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B-strand specification example

e Lowe’s modified “BAN concrete Andrew

Secure RPC” A B
({A},{Na},.ses.,rn)

o
A-B: AN, “q..ﬁ..({g} (N Y AKY...sk.Kag,nkr)... .l “
B A: {N,K,B}, ° .
A- B: {Na}K ; (cvisys (.{Na }sey sk, Kn),.,..b) .
B A: N,
Regular specification . (sANB }ses0909047) :

B-strand-based specification
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Composition algorithm

FORFACH p, € (ge.-,‘tBSIrand (FSE . 1

e Construct all possible message
Comblnatlons Sigiz(}zz):+,sig11(}zl):+

e At each step: by = binding (1)
.. . b, = binding (n,)
» Message pre-conditions are verified ;- ,, . procnodes 4o

o The performance of the resulting Func (b, ) <>'kenc' AND

protocol is evaluated Func (binding (m,)) <>'kenc' AND
destRole (n, ) = destRole (n ) AND

-
-

Cs))
n € ( getBStrand (FSI .Cy ))

1

® Flna”y (ICCHHJ.KHOH’(HZ) EaccumKnon-'(}q) AND

o Verify message component “strong P”edfﬂ_dfii(rb)g predNodeSeq(n, )
Independence (SI) property: accqunmr(desﬂVode(nl)):

e Sl: structural knowledge-based accumKnow (destNode (n, ) )+
similarity analysis (proposed in a accumKnow(n, )
preViOUS WOI’k) . ProcNodes = ProcNodes w{mn,}

ENDFOR
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Parallel composition example

e Woo and Lam Pi 3

e One-way authentication
B A
(A, ¥

® = ®

4 (s N Dy vsnyeges n) V'

® = @

'4 l:j.,.'"\'rb,.,.,sk,{{as,'Fl}‘ W )
o = ® bv
v syl Nbyoy 8k Kas,m) sk, Kps,{7,b})

® - @
W (A,Np,....sk,Kpo, {r,n}) “
* < °
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e Lowe’s modified Yahalom

e Two way authentication
e Key exchange

e One of the authentication messages is
flawed

S

H
3

{A,Ng,.,yeresfrm})

L ]
“{:.4.{.-%’.1..-%'5 boek Kys {r.n,n})
L ]

W {B{Ng Ny} Kap. 8k, Kge {r.E.n,n})

L
®<——e@<—w@»

U’ (A, K. p,8k, Ky, fr.k})
® = ~—_
J{{A.B..E-'}._-“»’.5....._.qk.}i'a,b.{-r.-r.-r.i-lvluéssage Is not linked
L ==

to current run
(does not contain Nb)




Resulting protocol

e Solves the authentication problem
A

A Nag,vererefrm})

L

\\,-f { "‘u'r,b.-?-q-?-?'”.-' R

& = L ]

WV N sk, Kasz,1} W

[ ] ® S
At (AANL. Nt (. .Npyoyousk K om),
L J = @
|| sk, Ky, {r,mn,mn,b}}

hY4 (B ANL ,Np}t  Kop, sk, K., {rk,nmn}) W

® — L J
\"./ mab 15;&‘.’-,{{&:51{%\ \"./
» = L J

N {{x‘igB@S‘}1~'n"~'rb-_~--_~-15|zi'-11r{abs Ny \ /

L = @

{?-??-1?-?'”’} :'
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Future work

e Add performance-related information to
optimize the performance of the created
protocols

e Implement a tool for the automated
composition of security protocols
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Thanks for your attention!

e Questions?
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