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1. Introduction

Security protocols are ,communication protocolsidad to achieving security goals”
(C.J.F. Cremers and S. Mauw) [CMO5] such as confidkty, integrity or availability.
Achieving such security goals is made through tlse wf cryptography. The explosive
development of today's Internet and the technotdg@dvances made it possible to implement
and use security protocols in a wide range of appbns such as sensor networks, electronic
commerce or routing environments.

Designing new protocols is a challenging task iflaek at the number of attacks that have
been discovered over the years [Cla96] after tb&opols have been published. However, in the
last few years the use of protocol composition [@)dCre06b] has been successfully applied to
create new protocols based on existing [DDMRO07, AG& or predefined protocols [Cho06].

In order to implement the resulting composed pmigc the security community
developped two main approaches: manual and autdm&ianual implementation [DA99,
OASO5a, Ylo06] makes use of the human operatordoually write the code corresponding to
the new security protocols. As opposed to thispraated implementation [SPP01, MBJ+02,
AMO03, BLG+08] ensures the localization, processexgcution and message implementation of
security protocol specifications without the neéthuman intervention.

This thesis proposes as its main goal to develofhads for automated composition and
implementation of security protocols. To achieve fhroposed goal, the thesis analyzes the
following main aspects: modeling security protocalsrifying the independence of security
protocols, performance evaluation, semantic spetibns, service-oriented middleware.

The main contributions in this chapter were:

1. Presentation of the importance of the domain;

2. Presentation of the main forms of protocol speatfans;

3. Indication of open research directions.

2. Related work

In this chapter | briefly present and analyze tte@mpapers from the literature dedicated to
the three main research directions on which theighe focused:

« Automated composition of security protocols;

« Performance evaluation of security protocols;

* Automated implementation of security protocols.

In the field of security protocol composition, theare two directions to be considered:
composition of predefined protocols and compositidrexisting protocols. The first direction
[Gut01, Gut02, GF02, Cho06] makes use of predefpretbcols, called primitives, to construct
more complex, composed protocols. The second aref€R03, DDMP03, Cre06b, DDMRO07,
CDPWO07, ACG+08] uses existing protocols and vesifiethe implied protocols maintain their
security properties.

As previously identified, the literature abundsniethods proposed to compose security
protocols. However, the number of papers droppsifficantly when we look for automated
composition methods. A recently published metho@GA408] proposes manual composition of
protocol messages and automated verification ottimeectness of the resulted security protocol
through the use of the Scyther [Cre06a] tool.

In order to ensure the composition of protocolshwidentical properties, we used the
performance criteria to chose a protocol for thwlfisequence. In the field of performance
evaluation, papers are divided into two categongegers dealing with the evaluation through
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direct measurements [Das00, VW01, HM02, Hir03, GuRWO05, Zha05, CDWO06] and papers
dealing with the evaluation through parametric ni@fi@BC+05, Kir05].

In the composition phase, performance evaluatiomougth implementation and
measurement is not possible. Applying the parametodels is also not possible because of the
missing information related to the environment vehgrotocols are executed.

In the field of protocol implementation we encoundelarge number of papers both for
manual implementation [DA99, Ylo06, OAS05a, OASOWWWC06, OAS07a, OASO7b,
IBMO7] and automated implementation [SPP01, MBJ+AR|03, DKF+03, KLMO05, THO5,
BLG+03].

In the Web services field, papers dealing with mated implementation of security
protocols are not so abundant [DKF+03, KLMO5, BL@}@&nd provide a semi-automatic
method, in the sense that they ensure automatedcptalassification selection rather than an
automated implementation.

Main own contributions in this chapter:

1. Identification of most important papers from theesthmain research directions;

2. Comparative analysis of the most important existireihods.

3. Composition of security protocols

In this chapter | present a new method for the setial composition of security protocols.
Because of the similarities between parallel amgueptial composition, the proposed method
can also be applied in the parallel compositiorcess using a subset of the operations used in
the sequential composition process. The proposetpasition method involves composing in a
first stage the protocol preconditions and effdolfowed by the composition of participant
chains.

The composition uses a protocol model constructech fparticipant models. Protocol
participants communicate by exchangitegms constructed from elements belonging to the
following basic setsp, denoting the set of role names;denoting the set of random numbers or
nonces (i.e. "'number once used®; denoting the set of cryptographic kegs;denoting the set
of certificates ana1, denoting the set of user-defined message compgnen

To denote the encryption type used to create cgypphic terms, we define the following
function names:

FuncName ::= sk (symmetric encryption function)
pk  (asymmetric encryption function)
h (hash function)
hmac (hmac function)

The above-defined basic sets and function namesgsae in the definition derms, where
we also introduce constructors for pairing and yoikion:

To=.|PINKCM[TT){T}
where the ".' symbol is used to denote an empiy.ter
To capture the sending and receiving of terms,défenition of nodes usesgned terms.

The occurrence of a term with a positive sign desdtansmission, while the occurrence of a
term with a negative sign denotes reception.

Definition 1. A participant mode(M-PART) is a tuple (prec, eff ,type, gen, part,chain},
where prec,eff OPR_CC" denote protocol precondition and effect sets, typedOPR_TIP"
denotes the tzpe of each component, gendT" denotes generated terms, part OR denotes the

FuncName(T) ’



protocol participant name and chainD(iT)D denotes a sequence of nodes. A protocol model

(M-PROT) is a set of participant models.

In the composition process of two security protecele first need to compose the
preconditions and effects. In other words, we neeestablish if the knowledge needed by
protocol participants to run a given protocol, egsed through the form of precondition
predicates, is available and if the set of predmoliand effect predicates is not destructive.

In order to establish if the set of preconditionsresponding to a protocol can be satisfied
based on the effects corresponding to another gobtee use the predicatPART _ PREC:

T"xPR_CC"xPR_CC". For two participant modelsg, =( prec,, eff,,type,, gen,, part,,chain ),
¢, =( prec,, eff ,,type,, gen,, part ,,chain ), and a context model containing initial participan
knowledgeci, the PART _PREC predicate is defined as follows:

True, if eff, O prec, 0{U{CON _TERM ()| tOci}} ,

False, otherwise.

The second property that must be ensured for thepoeed protocol, is the non-
destructivity of the confidentiality property. Inder to establish if the preconditions and effects
of two participant models are destructive we use f{bredicate PART _NONDISTR:

PR_CC"xPR_CC"xPR_CC" which holds only if all confidential terms from @mparticipant

model maintain their confidentiality property inetlsecond participant model also. Thus, the
predicate is defined as:

PART _ NONDISTR(eff,, prec, ¢ff ) =
if for OEF, (t,) Oeff, DOPR,(t,) O prec,
True, EF, # CON _CONF 0if EF, =CON _CONF [t, =t, then
CEF, (t,) Deff,: EF,=CON _CONF,
False, otherwise.

In the second phase, we compose protocol terms. prbicess uses a canonical model that
focuses on terms that can be verified by protoestigpants. For each term from the protocol
model, the canonical model provides a correspongymgactical representation through the use
of basic types. These denote the terms that can be verified bppol participants also including
a representation for terms that can not be verlfiechuse of limited participant knowledge.

The verification process makes use of these typeectide if attacks can be constructed on
each protocol model by using terms extracted frbm dther considered protocol models. In
order to verify this | used an intruder model basedthe Dolev-Yao [DY83,Cer01] model to
capture the powers that can be used by an intrugeoved that if certain conditions are met, the
intruder can not use its powers to construct agtamk protocols based on messages extracted
from other protocols.

Canonical terms are defined as follows:

T2 =.|BasicType|(7,7) {7}

PART _ PREC (ci ¢ff,, prec,) ={

FuncName(7) *
Definition 2. A canonical participant model (M-PART-C), is a pé'mart,mlcc>, where

O
part LJR corresponds to the participant name and ml D(Classifier X(tfz‘)D) isan LCC set. A

canonical protocol model (M-PROT-@a collection os canonical participant models.
Based on the defined models, the composition ofopod terms involves verifying the
instance-indepence andcanonical-independence properties, defined as follows.



Definition 3. Two participant models, ¢, and ¢,, are instance-independenf their
properties are non-distructive, i.e. the predicates PART _ NONDIST R(effl,precz,eﬁ‘z) and
PART_NONDISI’R(eH‘Z, precl,effl) hold. Two protocol models are instance-independeritall

their participant models are instance-independent.
Definition 4. Let ¢_txEnc:MPART -C - 7" be a function mapping the set of transmitted

encryption terms for a given participant model and ¢_rxEnc:MPART-C - 7" a function
mapping the set of received terms for a given participant model. Then two canonical participant
models ¢;,5, OMPART-C are canonical-independenif for all t, Oc_txEnc(s;) and all

t,Jc_rxenc(c,), the predicate TCANACC (t,,t,) does not hold, where
if t=t'0(t'=u0tOBasicType)
(t =uDt' O BasicType),

TCANACC (t,t') =

True,

TCANACC (t,,t5),

False,
In order to prove that if the instance-independeau@ canonical-independence conditions

otherwise.

TCANACC(t,t;) O if (t=(t,t,) Ot =(t,,t})) 0

(t ={t},, Ot ={t},, D(tzzt'ZDt'zzu)),

are met, the intruder can not construct attacksheninvolved protocols, | used the following
proposition, which was proved to hold:

Proposition 1.

Let ¢&,&,0MPROT and &,&,OMPROT-C

their

canonical

representations, such that & =c_mprot(&,) and & =c_mprot(¢,). If & and &, areinstance-
independent and & and &, are canonical-independent, then & and ¢, are independent.

Table 1. Results of the compositon and validation process

Comp. PE Comp. T S\c/)?{;]];r
Nr. Protocol 1 (P1) Protocol 2 (P2) (P1-P2/ P2- (P1-P2/ P2-
(P1-P2/ P2-
P1) P1) P1)

1. Lowe-BAN 1ISO9798 NO/YES YES/YES YES/YES
2. Lowe-BAN CCITTX.509 v1 NO/NO YES/YES YES/YES
3. 1SO9798 CCITTX.509 v1 YES/YES YES/YES YES/YES
4, 1SO9798 CCITTX.509 vic YES/YES YES/YES YES/YES
5. CCITTX.509 v1 CCITTX.509 vic YES/YES YES/YES YHES
6. BAN Concrete RPC Lowe-BAN YES/YES NO/NO NO/NO
7. Lowe-Denning-Sacco Kao-Chow v1 YES/YES NO/NO NO/
8. Kao-Chow v1 Kao-Chow v2 YES/YES YES/YES YES/YES
9. Lowe-Denning-Sacco Kerberos v5 YES/YES NO/NO NO/
10. Lowe-Kerberos v5 Neuman-Stubblebine YES/YES$ N/ NO/NO
11. Hwang-Neuman-Stubblebine Needham-Schroeder WES/ YES/YES YES/YES
12. Needham-Schroeder CCITTX.509 v1 YES/NO YES/YES YES/YES
13. Lowe-Needham-Schroeder 1ISO9798 YES/NG YES/YE ESNYES
14, Otway-Rees Lowe-BAN YES/NO YES/YES YES/YES
15. SPLICE/AS Needham-Schroeder YES/YES YES/YE YES
16. TMN Andrew RPC YES/NO YES/YES YES/YES
17. Yahalom-Lowe Kao-Chow v1 YES/YES NO/NO NO/NO

For the validation of the proposed composition radthwe composed 17 protocol pairs
from the SPORE [LSVO08] and John Clark [CJ97] lirar The validation of the protocol
independence proposition was made using the stateea@rt security protocol verification tool
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Scyther [Cre06a], by verifying the correctness lé tcomposed protocols. The composed
protocols and the result of the composition procassgiven in Table 1.
Main own contributions in this chapter:
1. A new protocol model that includes explicit defioit of protocol preconditions, effects
and explicit term construction;
2. A new canonical protocol model that emphasizesténms that can be verified by
protocol participants based on their local knowksdg
3. A new protocol independence verification method;
4. A new syntactical composition method, that elimgsatthe need for human
intervention;
5. Composition of 17 pairs of security protocols.

4. Performance evaluation of security protocols

In this chapter | present a new performance evialuanethod used in the composition
process of protocols with equal security properti®s using this method, the most performant
protocol can be chosen in the final composed pobteequence.

As opposed to existing methods [BBC+05, Kir05], veh¢he developped performance
evaluation models include parameters for the rupmhysical environment, in this thesis, |
propose a comparative performance evaluation. Thposed method enriches the canonical
model introduced in the previous section with dfgéss denoting the construction and
processing operations. A special attention is giwen the performance evaluation of
cryptographic algorithms, because of their roléh@ performance of security protocols [Gut03,
CDWO06].

The cost of each operation is mapped through teetighe following functions:

PR SO SR SUIUE SN SNUVEE AE AR S JUN SR AN S : 3

sk-d? "pk-c? "pk-d? "pk-s? ' pk-vs hm*'kg *'ng 7'c ?
denoting the cost of symmetric encryption, symmngettecryption, asymmetric encryption,
asymmetric decryption, digital signature, digit&yrature verification, hash, keyed hash, key
generation, random number generation, concatenatidrsplit, respectively.
Term size plays an important role in the perforneaoicsecurity protocols. Because of this,
we define several functions to map the size of setonsymbolic values. The size of each basic

typed term is mapped to a symbolic value using|theBasicType -~ R* operator. By applying

cryptographic operations on terms, the size oféiselt depends on the type of the algorithm that
is used [Kir05] (i.e. symmetrical, asymmetricalhash). In order to model the resulting size, we
conducted an exhaustive measurement of the ciptiesitee resulted by applying cryptographic

algorithms on cleartext of various size. The impatations were chosen from three well-known
cryptographic libraries: Cryptlib [Gut08], OpenSELSSL08] and Crypto++ [Cry08].

From the results shown in Figure 1 we can cleddtesthat the size of ciphertext resulting
from hash operations is the same for any cleamdmle the size of ciphertext resulting from
symmetrical cryptographic operations follows theesof cleartext. In contrast, the size of
ciphertext resulting from asymmetrical operationsnuch greater than the original cleartext and
strongly depends on the length of the key used he process. We introduce the

Asi Ay Aqn Ay Aqu_y 1T - R functions to map the size of ciphertext resultgd applying
symmetrical, asymmetrical, signature, hash, andsegmtature with hash operations respectively,

on t-terms. We also introduce tide 7 - R* function to map the size of concatenated canonical
terms.
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Next, | exhaustivelly evaluated the performancecofptographic algorithms with all
possible key sizes and encryption modes from tbrgetographic libraries: Cryptlib, OpenSSL
and Crypto++. Based on the measurement, | constiuetpolynomial model that approximates

the performance of encryption and decryption athars:f (x) =a,x° +a.x*+a,x+a,. For
each class of algorithm, | determineg a,,a,,a, using the least squares fitting method.
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Figure 2. Graphical representation of the execution timeorati

In order to validate the constructed model, | fgsherated 1000 security protocols, and
comparatively evaluated the performance of eackopob pair. From figure 2, we can observe
that we have estimation errors near 1, becauseratbgols with similar performances. The
proposed method has also been applied on 18 da@rsisting protocols taken from the SPORE
[LSVO08] and John Clark’s [CJ97] libraries. From thetal number of 306 combinations, |
measured a total of 20 estimation errors, i.e.%.53

Main own contributions in this chapter:

1. Explicit modeling of message construction and psst® operations;

2. Development of performance evaluation criteria;

3. Exhaustive performance evaluation of all suppodsgtographic algorithms, key sizes

and encryption modes;

4. Construction of a new polynomial model correspogdito the performance of

cryptographic algorithm classes;



5. Comparative performance evaluation of 18 securiytqeols from the SPORE and
John Clark’s security library.

5. Constructing specifications for implementing security
protocols

In this chapter | propose a new specification mdoel automated implementation of
security protocols. The novelty of the proposedcHation model lies in the explicit
specification of construction and processing openat based on which participants can
automatically execute them.

The specifications are constructed using WSDL-S NJAB5, WWWCO05] and OWL
[WWWCO04] languages. By using these, the specificeti can be easily integrated in Web
service specific environments. The WSDL-S compomentodeled as a sequential specification
(S-SEC), while the OWL component is modeled asnaaseical specification (S-SEM). The role
of the first component is to identify protocol poeditions, effects and message sequences. The
role of the second component is to describe thestoaction and processing operations of
protocol messages. The two components are defméallaws.

Definition 5. A sequential models a tuple (PREC,EFECT, MSGSEQ, tiptr), where

PREC OADNOT" is an ordered sequence of adnotations, denoting protocol preconditions,
EFECT OADNOT" is an ordered sequence of adnotations, denoting protocol effects,
MSGSEQ IMSG" is an ordered sequence of messages, and tiptr TIPTR is the transport type
used to send and receive messages.

Definition 6. A semantic modelis a triplet (CONC,PROPR,INST), where

CONC OCONC" is a sequence of concepts, PROPRIOPROPR" is a sequence of properties

and INST OINST" is a sequence of instances.

Specifications are constructed from a core ontglegpwn in figure 3. For each protocol,
the concepts illustrated with interrupted lines axtended with concepts and properties. The
remaining concepts denote sub-ontologies with qmtisceised to model security properties,
participant roles, term types, cryptographic prtiper and modules.

Because of the complexity of these specificatidhey must be carefully generated.We
constructed several generating rules and algoritemgransforming regular specifications into
semantic ones. The correctness of the construgtedifieations follows from the one-to-one
mapping and from the information provided by therusonsidered to be correct.

[ SecurityProtocol J

i

[ I I 1
[Secur'rtyPropenyJ [F‘artidpantﬂnle [ TermType | [Crymcﬁpec [Lnadinghﬂndule J

- = -———

A |
|
| Knowedge | |CnmmunicaﬁnnTerm |
M = / o N !

Figure 3. Core ontology for constructing security protocot¢sifications

In order to validate the constructed specificatiowe generated 10 specifications for
protocols ranging from Lowe-BAN, 1ISO9798, Kerbesysnmetric key to CCITT X.509. These
cover a wide range of protocols that use asymmatricsymmetric key-based cryptography. The
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execution timings of these specifications are givetable 2. These results have shown that the
specifications contain sufficient information toloa¢¥ an automated execution of security
protocols. They also provide a proof that proto@als be executed in real time, and can be used
in a wide variety of systems that require the usgeourity protocols.

Table 2. Part of the execution timings of the generatedifipations

Protocol Spec. proc.|Msg. constr.|Msg. proc.|Total
participant (ms) (ms) (ms) (ms)
BAN Init. 14.58 11.81 3.68 30.08
BAN Resp. 14.03 2.86 1.62 18.52
I[SO9798 Init. 13.07 35.784 23.30 72.16
I[SO9798 Resp. 13.51 6.876 12.24 32.63
Kerb. Init. 1 22.63 0.83 0 23.47
Kerb. Init. 2 12.61 0.55 1.58 14.76
Kerb. Init. 3 2.23 3.34 0.94 6.52

Kerb. Resp. 1 19.28 0 0.41 19.69
Kerb. Resp. 2 10.81 3.379 1.67 15.87
Kerb. Resp. 3 5.25 11.41 3.59 20.26

Main own contributions in this chapter:

1. Identification of the requirements for constructiaghew semantic specifications that
can be easily integrated in Web services;

A new formal model of WSDL-S and OWL,;

A new security protocol description ontology, tlcah be extended with concepts and
properties in order to generate protocol specifcet

A set of rules and algorithms for generating ségymotocol specifications;

10 specifications for two and three party secysitytocols.

W

a s

6. Middleware for the composition and implementation
of security protocols

In this chapter | design a new middleware for thetomated composition and
implementation of security protocols. The proposeiddieware defines two software layers:
communication layer and service layer. The commation layer provides the implementation
of message transfer and the implementation of d¢ipesa for executing security protocol
specifications. The service layer provides the em@ntation of service capabilities.

The proposed middleware uses four types of serviaathorization and composition
service, name service, specification service asdure service. In order for client applications
to access these services, they must follow sewtegls, from downloading specifications, to
composing the service and receiving the accesstdieese steps are shown in figure 4.

The software stack is constructed using the exjsBOAP XML-based messaging layer
from Web services. On top of this layer | constedca security protocol layer that automatically
executes the provided specifications. Messagesaaged by users are constructed by another
layer, denoted by service protocols.

In order to evaluate the performance of the progpaseddleware, | developped a new
video surveillance system. The services have beptemented using the NSPR [Moz08a] (i.e.

10



Netscape Portable Runtime) APl from the Mozillatfolan. The implementation of the
cryptographic operations was made using OpenSSIS[D§).

5. Verify rights

Authorization Service
(AUT-S)

Mame Service (NAME-S)

6. Request RES-5 8. Register client
1. Request
TESOUTTE
service types

Resource Sarvica (RES-S)

2 Request 9. Request
AUT-S, RES-5
SPEC-3

7. Request
RES-5

11. Access
RES-8

Specification Service
(SPEC-5}

3 Request AUT-S

|

10. Reguest RES-5
R

»

Figure 4. Steps required for accessing resources

SOAP

ation -
layer

RES-S RESOURCE SERVICES
— Service
AUTS AUTHORIZATION SERVICES it —
MAME-SISPEC-5 q DISCOVERY SERVICES
Service Protocals RES-5 AUT-
SNAVESSPECS T SERVICE PROTOCOLS
IS09798, BAN, Kerberos, etc. Wy SECURITY PROTOCOLS: Communic

HTTPHTTPS/FTRISMTP, atc.

Figure5. Software stack

The implemented resources provide capturing ofovil@ames from physical cameras, the
saving of video frames and the replay of saved é&sann figure 6, we can see the time needed
for accessing composed resources. Most of the tmeccupied by composing the resource
resvices, followed by the interrogation of the speation service. The composition process has
a linear evolution corresponding to the numberaesources composed. Because of the small
messages sizes, the fastest operation is thedgagion of the name service.

Main own contributions in this chapter:

1. Identification of the requirements for developingeav middleware;

2. Design of a new service-oriented architecture aind software-oriented architecture

based on Web services;

3. Development of several extension for the existingS-B&curity standard for

implementing new composed security protocols;

4. Implementation of a new distributed surveillanceteyn, where security protocols are

composed and executed automatically.

11
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Figure 6. Accessing time for composed resources

7. Final conclusions

The main goal of this thesis was to develop andiempnt methods for the automated
composition and implementation of security protecah order to achieve the proposed goal, |
unified different research directions proposed his tthesis: security protocol composition,
performance evaluation, security protocol impleragah. The theoretical results from each
direction have been validated with experimentalultssin each chapter. The proposed
middleware from the last chapter ensures the wibo of the developped methods and
illustrates their applicability, through the devahoent and implementation of a video
surveillance system.

The most important own contributions in this thesis:

1.

7.

8.

A new security protocol model that allows the auated composition of security
protocols, containing explicit preconditions, effecterm construction and type
definitions;

Composition of 17 protocol pairs from the SPORE dabn Clark’s security protocol
library;

A new comparative performance evaluation methodeaiurity protocols, used in the
process of compositon of protocols with identicalgerties;

Development of a new specification model, basetM@DL-S and OWL,;

A new security protocol core ontology that modetgptographic properties, term
types, modules, security properties, participamviedge and message sequences;
Construction of the specifications for 10 repreatwe security protocols, that use
symmetric, asymmetric and hash-based cryptography;

Design and implementation of a middleware for th#omated composition and
execution of services that use security protocols;

Implementation of a new video surveillance systeaseld on the developped
middleware.

Possible future research could be focused on thewing directions: composition of
protocols with partially different security propes, development of tools for generating security
protocol specifications, based on the proposed mpdgegration of existing service capability
composition methods with the composition of segusibtocols proposed in this thesis.
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